
An example of local reasoning in BI pointer logic: theSchorr-Waite graph marking algorithmHongseok YangUniversity of Illinois at Urbana-Champaign and University of Birminghamhyang@cs.uiuc.edu, H.Yang@cs.bham.ac.ukJanuary 6, 20011 IntroductionHandling pointers in a programming logic has been one of the most important and di�cult problemsin programming language research. The di�culty does not lie in coming up with any form ofprogramming logic for pointer programs; in fact, there exist approaches either based on the \pointeras an index of an array" idea [3] or on the use of semantic-based substitutions [4, 1]. Instead, thecore of the problem is to obtain a formalism which matches up with an informal reasoning byprogrammers and algorithm designers. That is, the veri�cation of a program should be only ascomplicated as an informal correctness argument for the program. Most of the existing formalismsfail in this criteria: when they are used in verifying a pointer program, the veri�cation based onthem becomes signi�cantly more complicated than an informal argument.Only recently, Reynolds, Ishtiaq and O'Hearn [6, 2, 7] pointed out that one way to achieve sucha match is to exploit the locality of memory access within a code fragment: usually for a given codefragment, only small number of cells on the heap are accessed. Ishtiaq and O'Hearn formulateda logic for pointer programs based on the logic of Bunched Implications [5] and proposed a rulewhich captures the locality:Frame Introductionf'gC f g (All stack variables assigned in C don't appear in �)f' � �gC f � �gThe rationale behind the rule is that if � is a fact on memory cells which are not accessed by C,the truth of � doesn't change before and after the execution of C. The use of � in � � �, the sidecondition and the \tight" interpretation of a Hoare triple in [2] guarantee that �, in fact, dependsonly on memory cells which are not accessed by C at all. With Frame Introduction, we can initiallyreason about a local property for a piece of code, which amounts to showing a Hoare triple, andthen derive a global fact from the proved Hoare triple. O'Hearn calls this style of reasoning localreasoning.The goal of this paper is to show the promise of the idea by one convincing example: theSchorr-Waite graph marking algorithm, which is a well-known test case for any programming logicfor pointers because of the complex pointer manipulations in the algorithm. Since the algorithmmixes two di�erent data structures by implementing one data structure inside the other, it is hardto capture its locality of memory access by other known measures in literatures such as reachability1



and di�erent �eld names. The main point of the example is that even for such a program, thelocality can still be exploited in the veri�cation with BI pointer logic.We use the implementation and the speci�cation of the Schorr-Waite graph marking algorithmby Morris and Bornat. They are shown in Section 2. In Section 3, we prove the implementationsatis�es the speci�cation. Instead of showing all steps involved, the focus goes on showing thepreservation of a loop invariant, which best illustrates the main bene�t of BI pointer logic. Theveri�cation presented is semi-formal in the sense that we don't give all the detailed semantics ofthe assertion language and the programming language in this paper, which is slightly di�erent fromwhat is presented in [2].1 However, we make it clear what is assumed. Throughout the paper, weassume that the reader is familiar with BI pointer logic in [2].2 Marking Algorithm and Speci�cationThe implementation for the Schorr-Waite graph marking algorithm in this section is from [1], whichis again Morris' implementation in [4] with minor variation. Since the implementation is veri�edseveral times by others, the \semantic" elements of the proof, such as what pre- and post- conditionsand loop invariant should mean semantically, are already known. In fact, in this section, these pre-and post- conditions are used to write a speci�cation, and in the next section, the loop invariantis used in the veri�cation. However, the ways to express semantic elements with (classical) BIformulas and to proceed a proof with BI pointer logic are signi�cantly di�erent from existing work.Especially, the proof in the paper shows that locality of memory access can be re
ected in theveri�cation. We show the �rst point in this section, while delaying the more important second oneto the next section.2.1 CodeThe program below marks all nodes reachable from root, which are initially unmarked. It is essen-tially the depth �rst traversal with clever implementation of a stack: a stack is implemented usingpointer reversals.The language we are using is slightly di�erent from what appeared in [2]: it is a typed versionof that in [2]. Each cell in the heap supposedly has four �elds; the �rst two �elds contain onlylinks to other nodes, thereby having location type, and the last two �elds have only boolean values,thereby having bool type. For any cell, the third �eld of the cell denotes which one of left and right�elds is reversed, and the fourth �eld indicates whether the cell has been visited or not. In theprogram, we use left, right, check and mark to denote 1st, 2nd, 3rd and 4th �elds of a memory cell,respectively. All other stack variables have either bool type or location type.GRAPH-MARKING(root : location)localt, p, pL, q : locationpC, tM : booleanint := root;p := nil;if (t <> nil) then (tM := t.mark) else (tM := true);while ((p <> nil) or ((t <> nil) and not(tM)))do1The formal semantics is a straightforward modi�cation of that in [2] and will appear in the author's thesis.2



if not((t <> nil) and not(tM))then pC := p.check;if (pC) then q := t;t := p;p:= p.right;t.right := qelse q := t;t := p.right;pL := p.left;p.right := pL;p.left := q;p.check := trueelse q := p;p := t;t := t.left;p.left := q;p.mark := true;p.check := false;if (t <> nil) then (tM := t.mark) else (tM := true)end2.2 Speci�cationAny reasonable speci�cation for the Schorr-Waite graph marking algorithm should say that if allnodes reachable from root are initially unmarked, after executing GRAPH-MAKRING(root), all nodesinitially reachable from root get marked but only their mark and check �elds are changed. Thespeci�cation in this section follows this common pattern with slight di�erence in two aspects: inprecondition, we require that all pointers stored in a cell or in the stack variable root are notdangling and that all existing cells are reachable from root. Even if the second aspect may seemstrange to some readers, it re
ects the idea of so-called \tight" speci�cation: a speci�cation mentionsonly those memory cells in concern. In fact, the \full" speci�cation which additionally speci�esthat all unreachable cells are unchanged follows from the \tight" one by Frame Introduction: if theimplementation for the algorithm satis�es the \tight" speci�cation, any properties of unreachablecells can't change because of Frame Introduction.We present a speci�cation using a Hoare triple with BI formulas as assertions. The assertionlanguage in this section is slightly di�erent from that in [2] in that it is equipped with sorts (bool,location, tree and two di�erent lists, blist and lblist); tree denotes a �nite binary tree whose nodesand leaves contain a value of location type, blist a �nite sequence of boolean values and lblist a�nite sequence of 4-tuples with three locations and one boolean value. The formal semantics of thesorted assertion language is not presented in the paper.2 We usually omit the annotation of sortsin assertions.Before giving a speci�cation for the program, we \de�ne" inductive predicates which statecertain properties about �nite lists, �nite trees and the heap storage. When all cells on the heap arerelevant to the truth of a predicate, we add R at the end of the name of the predicate to indicate this.The letter R stands for \relevant", and more technically a predicate with R at the end of its nameindicates that the predicate is not intuitionistic3. We use the predicate ,! and the abbreviation2The semantics will appear in the author's thesis.3A predicate P is intuitionistic i� for any s; h; h0, s; h j= P and h v h0 imply that s; h0 j= P3



?. The predicate ,! is an intuitionistic version of the 7! predicate: (x ,! l; r; c;m) is equivalent to(x 7! l; r; c;m) � >. And ? either in 7! or in ,! stands for an existentially quanti�ed variable. Forinstance, the formulas (x 7!?; ?; c;m) and (x ,! l; r; ?; ?) are abbreviations of 9l; r: (x 7! l; r; c;m)and 9c;m: (x ,! l; r; c;m), respectively.The predicate listMarkedNodesR(l; p) means that p denotes the head of a \linked" list of markednodes which \implements" l: by following the reversed pointers from p upto nil , a �nite linked list ofmarked nodes should be obtained, and each tuple in the �nite list l has to consist of the address andleft, right and check �elds of the corresponding node in the linked list. As the post�x R indicates,the predicate also requires that all allocated cells should participate in the implementation. In thespeci�cation below, we use the predicate to state that p denotes the head of a stack, whose contentis l. listMarkedNodesR(nil ; p)� (p = nil) ^ IlistMarkedNodesR((n; l; r; true) :: lbtl; p)� (n = p) ^ (p 7! l; r; true ; true) � listMarkedNodesR(lbtl; r)listMarkedNodesR((n; l; r; false) :: lbtl; p)� (n = p) ^ (p 7! l; r; false ; true) � listMarkedNodesR(lbtl; l)The predicate listMarkedNodesR(l; prev) is intended to denote that there is a linked list endingwith prev on the heap which represents the \restored" version of the list l: when either the secondor the third value of each tuple in l is \restored back appropriately" and the list itself is reversed,the �rst three values of each tuple in the resulting list consists of the address and left and right�elds of the corresponding node in the linked list. And all allocated cells should be a part of thelinked list. In the speci�cation below, we use the predicate to denote the heap which is obtainedby restoring back the reversed pointers in the stack.restoredListR(nil ; prev) � IrestoredListR((n; l; r; true) :: lbtl; prev) � (n 7! l; prev; true ; true) � restoredListR(lbtl; n)restoredListR((n; l; r; false) :: lbtl; prev) � (n 7! prev; r; true ; true) � restoredListR(lbtl; n)The predicate spansR(STree; x) denotes that a tree STree spans all reachable nodes from x andthat moreover all allocated nodes on the heap are reachable from x.spansR(L(n); t)� (n = t) ^ IspansR(N(n; ltree; rtree); t)� (n = t) ^ (9l; r: (t 7! l; r; ?; ?) � spansR(ltree; l) � spansR(rtree; r))The predicate reach(y; x) denotes that there is a path of nodes on the heap from the node y to thenode x. And reachRightChildInList (l; x) means that the node x is reachable from the right childof a node in the list l.reach(y; x) � 9path: reachByPathR(y; x; path) � >reachByPathR(y; x;nil ) � (y = x) ^ IreachByPathR(y; x; false :: btl) � 9yl; yr: (y 7! yl; yr; ?; ?) � reachByPathR(yl; x; btl)reachByPathR(y; x; true :: btl) � 9yl; yr: (y 7! yl; yr; ?; ?) � reachByPathR(yr; x; btl)reachRightChildInList (nil ; x) � ?reachRightChildInList ((n; l; r; c) :: lbtl; x) � reach(r; x) _ reachRightChildInList (tl; x)4



The predicate allocated (x) denotes that x denotes an allocated cell, markedR that all allocated cellsare marked and unmarkedR that all allocated cells are unmarked.allocated (x) � (x ,!?; ?; ?; ?)markedR � 8x: allocated (x)! (x ,!?; ?; ?; true)unmarkedR � 8x: allocated (x)! (x ,!?; ?; ?; false)The following two predicates are about dangling pointers; noDangling(x) says that x is not adangling pointer and noDanglingR that no dangling pointers are stored in memory cells on theheap. noDangling(x) � (x = nil) _ allocated (x)noDanglingR � 8x; l; r: (x ,! l; r; ?; ?)! noDangling(l) ^ noDangling(r)Stating the speci�cation mentioned in the beginning of this section with BI formulas is now straight-forward except the way to say that all nodes reachable from root have the same values for left andright �elds before and after the execution. We use a spanning tree STree for the graph of allreachable nodes to store values of left and right �elds of all reachable nodes.fspansR(STree; root) ^ unmarkedR ^ noDanglingR ^ noDangling(root)gGRAPH-MARKING(root)fspansR(STree; root) ^markedRgInformally, the speci�cation says that if before executing GRAPH-MARKING(root),� all allocated cells are reachable from root and STree is a spanning tree of those allocatedcells;� all allocated cells are not marked;� there are no dangling pointers stored in any cells; and� root doesn't store a dangling pointer,then after the execution,� STree is still a spanning tree of all allocated cells; and� all allocated cells are marked.Notice that for two heaps h and h0, if they have the same STree as a spanning tree, h and h0have the same allocated cells and the contents of those allocated cells can be di�erent only in thethird and fourth �elds. Therefore, the mere fact that STree is a spanning tree before and after theexecution implies that no new cells are allocated or deallocated during the execution and that theleft and right �elds of all cells have the same values before and after the execution.3 Veri�cationIn this section, we use BI pointer logic to verify that the implementation of the Schorr-Waite graphmarking in Section 2 satis�es the speci�cation. The main focus is on the bene�t of local reasoning in5



veri�cation. The veri�cation shows that with local reasoning, the veri�cation becomes signi�cantlysimpler in the sense that it is only as complicated as an informal argument. Instead of presentingall the details of the proof, only one piece, which best illustrates local reasoning, is shown.The proof in this section uses three rules which don't come with a particular language construct.4The most important one, Frame Introduction, is from [2] and makes it possible to change a localfact for a code fragment into a global fact by incorporating other \unmentioned" cells.Frame Introductionf'gC f g (Any assignment in C doesn't write to FV (�))f' � �gC f � �gAuxiliary variables are used frequently in order to state the content of stack variables and thestatus of the heap before executing a command. And at certain point during the veri�cation, theseextra variables should be eliminated from assertions. Auxiliary Elimination is the rule to handlethis situation:Auxiliary Elimination f'gC f g (X doesn't occur in C)f9X:'gC f9X: gThe �nal rule is for slitting states satisfying a precondition into several cases.Case Analysis f'gC f g f�gC f gf' _ �gC f g4The soundness of the rules will appear in the author's thesis with the semantics of the BI assertion language inthis paper.
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3.1 OutlineThe following code fragment with assertions inserted gives the outline of the proof:fPreconditiongt := root;p := nil;f9Stack: preLoopInvR(Stack; p; t; STree; root)gif (t <> nil) then (tM := t.mark) else (tM := true);f(9Stack: preLoopInvR(Stack; p; t; STree; root)) ^ (t = nil _ (t ,!?; ?; ?; tM))gwhile ((p <> nil) or ((t <> nil) and not(tM)))do if not((t <> nil) and not(tM))then pC := p.check;if (pC) then q := t;t := p;p:= p.right;t.right := qelse q := t;t := p.right;pL := p.left;p.right := pL;p.left := q;p.check := trueelse q := p;p := t;t := t.left;p.left := q;p.mark := true;p.check := false;f9Stack: preLoopInvR(Stack; p; t; STree; root)gif (t <> nil) then (tM := t.mark) else (tM := true)f(9Stack: preLoopInvR(Stack; p; t; STree; root)) ^ (t = nil _ (t ,!?; ?; ?; tM))gfPostconditiongwhere Precondition and Postcondition are macros for pre- and post- conditions in Section 2:Precondition � spansR(STree; root) ^ unmarkedR ^ noDanglingR ^ noDangling(root)Postcondition � spansR(STree; root) ^markedRand the predicate preLoopInvR, which is the main part of the loop invariant, is de�ned as follows:preLoopInvR(Stack; P; T; STree; root)� noDanglingR ^ noDangling(T ) ^ noDangling(P )^ listMarkedNodesR(Stack; P ) � (restoredListR(Stack; T )�� spansR(STree; root))^markedR ��unmarkedR^ (8x: allocated (x)! (reach(T; x) _ reachRightChildInList (Stack; x)))�Informally, preLoopInvR(Stack; P; T; STree; root) says that� P and T are not dangling, and all allocated cells on the heap don't store dangling pointers;7



� P is the head of the stack implemented by pointer reversals, Stack represents the content ofthe stack and all nodes in the stack are marked;� if the reversed links of all nodes in the stack are restored back, where the �rst reversed linkis restored to T , then all link �elds, i.e., left and right �elds, of every node on the heap haveinitial values, which is stored in STree; and� all unmarked allocated nodes are reachable from T or the right �eld of a node stored in thestack (Stack) going only though unmarked nodes.Notice that listMarkedNodesR(Stack; P )�(restoredListR(Stack; T )�� spansR(STree; root)) expressesthe second and the third points at the same time in a natural way using � and �� . It states thatthe heap can be divided into two parts; the �rst part of the heap implements the stack with p asits head node; if the stack is taken away from the heap, thereby leaving only the second part, andthen the stack with all reversed links restored back is added, left and right �elds of all allocatednodes have initial values stored in the spanning tree STree.Let init, body and settM denote the following code fragments:init � t := root;p := nil;body � if not((t <> nil) and not(tM))then pC := p.check;if (pC) then q := t;t := p;p:= p.right;t.right := qelse q := t;t := p.right;pL := p.left;p.right := pL;p.left := q;p.check := trueelse q := p;p := t;t := t.left;p.left := q;p.mark := true;p.check := false;settM � if (t <> nil) then (tM := t.mark) else (tM := true)Let Cond denote the condition of the while loop in the program. Then, it su�ces to show thefollowing three:� the loop invariant is established initially;fPreconditiong init; settM �(9Stack: preLoopInvR(Stack; p; t; STree; root))^ (t = nil _ (t ,!?; ?; ?; tM)) �8



� the loop invariant is preserved by the loop body; andf(9Stack: preLoopInvR(Stack; p; t; STree; root)) ^ (t = nil _ (t ,!?; ?; ?; tM)) ^ Condgbody; settMf(9Stack: preLoopInvR(Stack; p; t; STree; root)) ^ (t = nil _ (t ,!?; ?; ?; tM))g� the loop invariant implies the postcondition.0@(9Stack: preLoopInvR(Stack; p; t; STree; root))^ (t = nil _ (t ,!?; ?; ?; tM))^ :(Cond ) 1A =) PostconditionBy the rule for sequencing, the above three can be derived from the following three Hoare triplesand one implication of assertions.� fPreconditiong init f9Stack: preLoopInvR(Stack; p; t; STree; root)g� �9Stack:preLoopInvR(Stack; p; t; STree; root)� settM8<:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^(t = nil _ (t ,!?; ?; ?; tM)) 9=;� 8>><>>:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^ (t = nil _ (t ,!?; ?; ?; tM))^ Cond 9>>=>>;body�9Stack:preLoopInvR(Stack; p; t; STree; root)�� 0@(9Stack: preLoopInvR(Stack; p; t; STree; root))^ (t = nil _ (t ,!?; ?; ?; tM))^ :(Cond) 1A implies Postcondition .Since it is the third case that shows clearly the bene�t of local reasoning, we handle only the thirdone.53.2 Veri�cation of the correctness of bodyOne common way to informally show the correctness of a program follows three steps: to classifylegal input states into certain cases, to compute the program in each case so as to obtain the statechange and �nally to show that for each case, the changes of memory cells and stack variables,caused by the program, produce legal output states. Before starting the formal veri�cation, wepresent such an informal correctness argument for the Hoare triple for body. During the argument,we point out that all important steps in the informal argument is expressible by implicationsbetween assertions.Informally, the states satisfying the loop invariant and Cond can be divided into three cases.The �rst case is that the current node, denoted by t, is either nil or marked, the stack is notempty and the right child of the top node, which is pointed to by p, in the stack is currently beingtraversed. The second case is the same same as the �rst one except that the left child of the topnode is being traversed. The third case is the remaining possibility: the current node is neithernil nor marked. Since either the left �eld or the right �eld is reversed depending on which childis currently being traversed and all nodes in the stack are marked by the loop invariant, the threecases become more specialized as follows:5The complete proof will be presented in the author's thesis.9



� the current node is either nil or marked, the right �eld of the top node is reversed and thetop node is marked;(t = nil _ (t ,!?; ?; ?; true) ^ (tM = true)) ^ (p ,!?; ?; true ; true)� the current node is either nil or marked, the left �eld of the top node is reversed and the topnode is marked;(t = nil _ (t ,!?; ?; ?; true) ^ (tM = true)) ^ (p ,!?; ?; false ; true)� the current node is neither nil nor marked.(t ,!?; ?; ?; false) ^ (tM = false)The following lemma states that the informal reasoning, in fact, holds.Lemma 1 (Case Splitting) When all implications in Appendix B.1 hold in the semantics, theassertion(9Stack: preLoopInvR(Stack; p; t; STree; root)) ^ (t = nil _ (t ,!?; ?; ?; tM)) ^ Condimplies �(t = nil _ (t ,!?; ?; ?; true) ^ (tM = true)) ^ (p ,!?; ?; true ; true)�_ �(t = nil _ (t ,!?; ?; ?; true) ^ (tM = true)) ^ (p ,!?; ?; false ; true)�_ �(t ,!?; ?; ?; false) ^ (tM = false)�Proof. The proof is shown in Appendix A.1. �Each of the three cases takes a di�erent branch in body, which makes it easy to �gure out thestate changes in each case. When P and T denote the initial values of p and t respectively, bodychanges the store for each case as follows:� in the �rst case, the top node in the stack is popped and p and t are changed appropriately:the cell (P 7! PL;PR; true; true) and two stack variables p and t are updated to (P 7!PL; T; true ; true), PR and P , respectively;� in the second case, the right child of the top node becomes the current node and link �elds andcheck �eld of the top node are changed appropriately: the cell (P 7! PL;PR; false ; true) andtwo stack variables p and t are updated to (P 7! T; PL; true; true), P and PR, respectively;and� in the third case, the current node is pushed into the stack and stack variables p and t arechanged appropriately: the cell (T 7! TL; TR; TC; false) and two stack variables p and t areupdated to (T 7! P; TR; false ; true), T and TL, respectively.The last step in an informal reasoning is to argue that for each case, the state change doesn'tresult in an output state which invalidates the postcondition. For instance, in the �rst case, itis necessary to show that when the cell (P 7! PL;PR; true; true) and two stack variables p andt are updated to (P 7! PL; T; true; true), PR and P , respectively, the resulting state satis�es10



the postcondition as long as the input state satis�es the precondition. With BI multiplicativeconnectives, this informal reasoning is expressible by implications between assertions. The keypoint is that (x 7! l; r; c;m) � ((x 7! l0; r0; c0;m0)��C) denotes that if the cell (x 7! l; r; c;m) isupdated to (x 7! l0; r0; c0;m0), then C holds. Recall that in the predicate preLoopInvR, the �rstargument is meant to denote the content of the stack, the second the address of the top node in thestack and the third the address of the current node and that p and t are stack variables which keeptrack of addresses of the top node in the stack and the current node, respectively. The followingthree lemmas express that for each case, the state change doesn't produce an \illegal" output:Lemma 2 When all implications in Appendix B.1 hold in the semantics, the assertionpreLoopInvR((P; PL; PR; true) :: Stack; P; T; STree; root)^ (T = nil _ (T ,!?; ?; ?; true))^ (P ,! PL;PR; true ; true)implies (P 7! PL;PR; true ; true)� ((P 7! PL; T; true ; true)�� preLoopInvR(Stack; PR; P; STree; root))Proof. The proof is shown in Appendix A.2. �Lemma 3 When all implications in Appendix B.1 hold in the semantics, the assertionpreLoopInvR((P; PL; PR; false) :: Stack; P; T; STree; root)^ (T = nil _ (T ,!?; ?; ?; true))^ (P ,! PL;PR; false; true)implies(P 7! PL;PR; false; true)� ((P 7! T; PL; true; true)�� preLoopInvR((P; T; PL; true) :: Stack; P; PR; STree; root))Proof. The proof is shown in Appendix A.3. �Lemma 4 When all implications in Appendix B.1 hold in the semantics, the assertionpreLoopInvR(Stack; P; T; STree; root) ^ (T ,! TL; TR; TC; true)implies(T 7! TL; TR; TC; true)� ((T 7! P; TR; false; true)�� preLoopInvR((T; P; TR; false) :: Stack; T; TL; STree; root))
11



Proof. The proof is shown in Appendix A.4. �In the following sections, we formally prove that if an initial state satis�es the loop invariant andthe execution of body terminates, the resulting state satis�es the postcondition. Using Lemma 1,the initial states are split into three cases, and we show the following three Hoare triples:8>><>>:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^ (t = nil _ (t ,!?; ?; ?; true) ^ (tM = true))^ (p ,!?; ?; true ; true) 9>>=>>; body�9Stack:preLoopInvR(Stack; p; t; STree; root)�8>><>>:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^ (t = nil _ (t ,!?; ?; ?; true) ^ tM = true)^ (p ,!?; ?; false ; true) 9>>=>>; body�9Stack:preLoopInvR(Stack; p; t; STree; root)�8<:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^ (tM = false) ^ (t ,!?; ?; ?; false)) 9=; body�9Stack:preLoopInvR(Stack; p; t; STree; root)�Handing each case is the main part of the paper For all three cases, the veri�cation has the sameformat: there are two stages, one for local reasoning and the other for changing a local fact intoa global fact. More concretely, in the �rst stage, we show a certain \local" speci�cation, given bya Hoare triple, holds for body, where the speci�cation mentions only those cells accessed by body.In the next stage, we use this \local" fact, given by a Hoare triple, to derive another Hoare triple,which is what we originally intended to show and involves all other unaccessed cells in the codefragment. With the three lemmas (Lemma 2, 3 and 4), which are the main part of an informalargument, the change from a local fact to a global fact becomes straightforward, which supportsthe claim in the paper: with local reasoning, the formal veri�cation becomes only as complicatedas an informal one.3.2.1 The �rst caseThe Hoare triple, which corresponds to this case, is the following:8>><>>:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^ (t = nil _ (t ,!?; ?; ?; true) ^ (tM = true))^ (9L;R: (p ,! L;R; true; true)) 9>>=>>; body�9Stack:preLoopInvR(Stack; p; t; STree; root)�When p denotes an allocated, checked and marked cell and (t = nil _ tM = true) holds, memoryaccess in body shows locality: body accesses only the cell initially pointed to by p. We exploit thislocality by �rst reasoning about a certain local fact for the code fragment and using it to derivethe original Hoare triple. The following Hoare triple describes such a local fact:8<:(P 7! PL;PR; true; true)^ (t = nil _ tM = true)^ (p = P ) ^ (t = T ) 9=; body�(P 7! PL; T; true ; true)^ (p = PR) ^ (t = P ) �Notice that in any states satisfying the precondition in the above Hoare triple, there should beonly one allocated cell, pointed to by p, on the heap and that the speci�cation describes how12



the cell and two stack variables are changed. In a certain sense, the Hoare triple \exactly andonly" describes the behavior of body when p denotes an allocated, checked and marked cell and(t = nil _ tM = true) holds. We call the original Hoare triple global and the new one in the abovelocal. Verifying the local Hoare triple is straightforward as its proof outline below shows:f(P 7! PL;PR; true; true) ^ (t = nil _ tM = true) ^ (p = P ) ^ (t = T )gif not((t <> nil) and not(tM))then pC := p.check;if (pC) then f(P 7! PL;PR; true; true) ^ (p = P ) ^ (t = T )gq := t;t := p;p:= p.right;t.right := qelse f?gq := t;t := p.right;pL := p.left;p.right := pL;p.left := q;p.check := trueelse f?gq := p;p := t;t := t.left;p.left := q;p.mark := true;p.check := false;f(P 7! PL; T; true; true) ^ (p = PR) ^ (t = P )gThe crucial step of the proof is to change the mode of reasoning from local to global, that is,to derive the global Hoare triple from the local one. It is Frame Introduction and multiplicativeconnectives �;�� of BI that make the change possible, as shown below:8<:(P 7! PL;PR; true; true)^ (t = nil _ tM = true)^ (p = P ) ^ (t = T ) 9=; body�(P 7! PL;T; true; true)^ (p = PR) ^ (t = P ) �8<:0@(P 7! PL;PR; true; true)^ (t = nil _ tM = true)^ (p = P ) ^ (t = T ) 1A � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR; P; STree; root))9=;body��(P 7! PL;T; true; true)^ (p = PR) ^ (t = P ) � � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR;P; STree; root))�The last remaining step is to obtain the original global Hoare triple from the above one, whichrequires to eliminate extra auxiliary variables and to show certain implications between assertions.Auxiliary variables P ,PL,PR,T and Stack0 can be eliminated easily by applying Auxiliary Elimi-13



nation: ...8>><>>:9P;PL;PR;T; Stack0:0@(P 7! PL;PR; true; true)^ (t = nil _ tM = true)^ (p = P ) ^ (t = T ) 1A � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR; P; STree; root))9>>=>>;body8<:9P;PL;PR; T; Stack0:�(P 7! PL;T; true; true)^ (p = PR) ^ (t = P ) � � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR;P; STree; root))9=;In order to apply Consequence to obtain the original global Hoare triple from the above one, thetwo implications between assertions need to be shown: one from the postcondition of the aboveHoare triple to that of the global one and the other from the precondition of the global to thatof the above. The following sequence of implications shows the �rst implication. We use certainproperties of assertions in Appendix B. The notation ` is used to indicate provability in the BIlogic or in the �rst-order classical logic and j= to indicate an semantic implication valid in the BIpointer model.9P;PL;PR; T; Stack0:�(P 7! PL;T; true; true)^ (p = PR) ^ (t = P ) � � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR;P; STree; root))=) Since (p = PR) ^ (t = P ) is pure, by Lemma 6 in Appendix B.2,9P; PL;PR;T; Stack0:(P 7! PL;T; true; true) � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR;P; STree; root))^ (p = PR) ^ (t = P )=) ' � ('�� ) `  9P; PL;PR;T; Stack0: preLoopInvR(Stack0; PR; P; STree; root) ^ (p = PR) ^ (t = P )=)9Stack0: preLoopInvR(Stack0; p; t; STree; root)The �nal step is to show the implication between preconditions, which is shown in the follow-ing.(9Stack: preLoopInvR(Stack; p; t; STree; root))^ (9PL;PR: (p ,! PL;PR; true; true))^ (t = nil _ (t 7!?; ?; ?; true) ^ tM = true)=)9Stack; PL;PR:preLoopInvR(Stack; p; t; STree; root))^ (p ,! PL;PR; true; true)^ (t = nil _ (t 7!?; ?; ?; true) ^ tM = true)=) preLoopInvR(Stack; p; t; STree; root) ` restoredListR(Stack; p) � > and Rule 2 in Appendix B.1, which is[ (P ,! PL;PR; true; true) ^ listMarkedNodesR(Stack; P ) � > j= 9Stack0: Stack = (P; PL;PR; true) :: Stack0 ]14



9Stack; PL;PR;P; T; Stack0:preLoopInvR(Stack; p; t; STree; root))^ (p ,! PL;PR; true; true)^ (t = nil _ (t 7!?; ?; ?; true) ^ tM = true)^ (Stack = (PL;PR; true; true) :: Stack0) ^ (p = P ) ^ (t = T )=)9PL;PR; P; T; Stack0:preLoopInvR((PL; PR; true; true) :: Stack0; P; T; STree; root))^ (P ,! PL;PR; true; true)^ (T = nil _ (T 7!?; ?; ?; true) ^ tM = true)^ (p = P ) ^ (t = T )=) Lemma 29Stack; P; T; PL;PR:(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR; P; STree; root))^ (T = nil _ tM = true)^ (p = P ) ^ (t = T )=) Since (t = nil _ tM = true) ^ (p = P ) ^ (t = T ) is pure, by Lemma 6 in Appendix B.2,9PL;PR; P; T; Stack0:�(P 7! PL;PR; true; true)^ (t = nil _ tM = true) ^ (p = P ) ^ (t = T )� � ((P 7! PL;T; true; true)�� preLoopInvR(Stack0; PR;P; STree; root))3.2.2 The second caseIn this case, the following \global" Hoare triple needs to be shown:8>><>>:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^ (t = nil _ (t 7!?; ?; ?; true) ^ tM = true)^ (9L;R: (p ,! L;R; false ; true)) 9>>=>>; body�9Stack:preLoopInvR(Stack; p; t; STree; root)�The veri�cation follows the same structure as in Section 3.2.1. First, we prove a \local" Hoaretriple which exactly and only describes what body does when p denotes an allocated, unchecked
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but marked cell and (t = nil _ tM = true) holds.f(P 7! PL;PR; false ; true) ^ (t = nil _ (tM = true)) ^ (p = P ) ^ (t = T )gif not((t <> nil) and not(tM))then pC := p.check;if (pC) then f?gq := t;t := p;p:= p.right;t.right := qelse f(P 7! PL;PR; false ; true) ^ (p = P ) ^ (t = T )gq := t;t := p.right;pL := p.left;p.right := pL;p.left := q;p.check := trueelse f?gq := p;p := t;t := t.left;p.left := q;p.mark := true;p.check := false;f(P 7! T; PL; true; true) ^ (p = P ) ^ (t = PR)gIn order to change from the local mode of reasoning to the global mode, we incorporate otherportions of the heap by Frame Introduction.8<:(P 7! PL;PR; false; true)^ (t = nil _ tM = true)^ (p = P ) ^ (t = T ) 9=; body f(P 7! T;PL; true; true) ^ (p = P ) ^ (t = PR)g��(P 7! PL;PR; false; true)^ (t = nil _ tM = true) ^ (p = P ) ^ (t = T )� � ((P 7! T;PL; true; true)�� preLoopInvR(Stack0; P; PR; STree; root))�body�((P 7! T;PL; true; true) ^ (p = P ) ^ (t = PR)) � ((P 7! T;PL; true; true)�� preLoopInvR(Stack0; P; PR;STree; root))	And the auxiliary variables are eliminated by applying Auxiliary Elimination....8<:9PL;PR;P; T; Stack0:�(P 7! PL;PR; false; true)^ (t = nil _ tM = true) ^ (p = P ) ^ (t = T )� � ((P 7! T;PL; true; true)�� preLoopInvR(Stack0; P; PR; STree; root))9=;body�9PL; PR;P; T; Stack0:((P 7! T;PL; true; true) ^ (p = P ) ^ (t = PR)) � ((P 7! T;PL; true; true)�� preLoopInvR(Stack0; P; PR;STree; root))�16



The �nal step is to derive the desired global Hoare triple from the above using Consequence. Inthe following, we show that the postcondition of the above Hoare triple implies that of the globalone.9PL;PR; P; T; Stack0:((P 7! T; PL; true; true) ^ (p = P ) ^ (t = PR)) � ((P 7! T;PL; true; true)�� preLoopInvR(Stack0; P; PR; STree; root))=) Since (p = P ) ^ (t = PR) is pure, by Lemma 6 in Appendix B.2,9PL;PR; P; T; Stack0:(P 7! T;PL; true; true) � ((P 7! T; PL; true; true)�� preLoopInvR(Stack0; P; PR;STree; root))^ (p = P ) ^ (t = PR)=) ' � ('�� ) `  9PL;PR; P; T; Stack0: preLoopInvR(Stack0; P; PR; STree; root) ^ (p = P ) ^ (t = PR)=)9Stack0: preLoopInvR(Stack0; p; t; STree; root)The implication between preconditions is shown in the following:(9Stack:preLoopInvR(Stack; p; t; STree; root))^ (9PL;PR: (p ,! PL;PR; false; true))^ (t = nil _ (t ,!?; ?; ?; true) ^ tM = true)=)9Stack; PL;PR:preLoopInvR(Stack; p; t; STree; root)^ (p ,! PL;PR; false ; true)^ (t = nil _ (t ,!?; ?; ?; true) ^ tM = true)=) preLoopInvR(Stack; p; t; STree; root) ` restoredListR(Stack; p) � > and Rule 2 in Appendix B.1, which is[ (p ,! PL;PR; false ; true) ^ listMarkedNodesR(Stack; p) � > j= 9Stack0: Stack = (p; PL;PR; false) :: Stack0 ]9Stack; PL;PR;Stack0; P; T:preLoopInvR(Stack; p; t; STree; root)^ (p ,! PL;PR; false ; true)^ (t = nil _ (t ,!?; ?; ?; true) ^ tM = true)^ (Stack = (p; PL;PR; false) :: Stack0) ^ (p = P ) ^ (t = T )=)9PL;PR; Stack0; P; T:preLoopInvR((P; PL;PR; false) :: Stack0; P; T; STree; root)^ (P ,! PL;PR; false; true)^ (T = nil _ (T ,!?; ?; ?; true) ^ tM = true) ^ (p = P ) ^ (t = T )=) Lemma 39PL;PR; Stack0; P; T:(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� preLoopInvR((P; PL;PR; false) :: Stack0; P; T; STree; root))^ (t = nil _ tM = true) ^ (p = P ) ^ (t = T )=) Since (t = nil _ tM = true) ^ (p = P ) ^ (t = T ) is pure, by Lemma 6 in Appendix B.2,9P; PL;PR;T; Stack0:0@(P 7! PL;PR; false; true)^ (p = P ) ^ (t = T )^ (t = nil _ tM = false) 1A � ((P 7! T;PL; true; true)�� preLoopInvR((P; PL;PR; false) :: Stack0; P; T; STree; root))17



3.2.3 The third caseThe �nal case is when t denotes an unmarked cell. The \global" Hoare triple, which needs to beveri�ed in this case, is the following:8<:�9Stack:preLoopInvR(Stack; p; t; STree; root)�^ (tM = false) ^ (t ,!?; ?; ?; false)) 9=; body�9Stack:preLoopInvR(Stack; p; t; STree; root)�As in previous two cases, we start the proof of the global Hoare triple with showing that a certain\local" Hoare triple is valid, which precisely describes what body does when t denotes an unmarkedallocated cell. f(T 7! TL; TR; TC; false) ^ (p = P ) ^ (t = T ) ^ (tM = false)gif not((t <> nil) and not(tM))then pC := p.check;if (pC) then f?gq := t;t := p;p:= p.right;t.right := qelse f?gq := t;t := p.right;pL := p.left;p.right := pL;p.left := q;p.check := trueelse f(T 7! TL; TR; TC; false) ^ (p = P ) ^ (t = T )gq := p;p := t;t := t.left;p.left := q;p.mark := true;p.check := false;f(T 7! P; TR; false ; true) ^ (p = T ) ^ (t = TL)gChanging the mode of reasoning from local to global follows the same pattern as in Section 3.2.1and 3.2.2: we apply Frame Introduction in order to incorporate all other portions of the heap and
18



and eliminate extra auxiliary variables with Auxiliary Elimination.f(T 7! TL; TR;TC; false) ^ (p = P ) ^ (t = T ) ^ (tM = false)g body f(T 7! P;TR; false ; true) ^ (p = T ) ^ (t = TL)g8<:9P;T; TL; TR; TC; Stack:((T 7! TL; TR; TC; false) ^ (p = P ) ^ (t = T ) ^ (tM = false))� ((T 7! P;TR; false; true)�� preLoopInvR((T; P; TR; false) :: Stack; T; TL;STree; root))9=;body8<:9P;T; TL; TR; Stack:((T 7! P;TR; false; true) ^ (p = T ) ^ (t = TL))� ((T 7! P;TR; false; true)�� preLoopInvR((T; P; TR; false) :: Stack; T; TL;STree; root))9=;It remains to show certain implications between assertions to obtain the global Hoare triple fromthe above one by Consequence. The following sequence shows the implication from the postcondi-tion in the above Hoare triple to the postcondition of the global one:9P; T; TL; TR; Stack:((T 7! P;TR; false; true) ^ (p = T ) ^ (t = TL))� ((T 7! P;TR; false ; true)�� preLoopInvR((T; P; TR; false) :: Stack; T; TL;STree; root))=) Since (p = T ) ^ (t = TL) is pure, by Lemma 6 in Appendix B.2,9P; T; TL; TR; Stack:(T 7! P;TR; false ; true) � ((T 7! P;TR; false ; true)�� preLoopInvR((T; P; TR; false) :: Stack; T; TL;STree; root))^ (p = T ) ^ (t = TL)=) ' � ('�� ) `  9P; T; TL; TR; Stack; Stack0:preLoopInvR((T; P; TR; false) :: Stack; T; TL;STree; root)) ^ (p = T ) ^ (t = TL) ^ (Stack0 = (T; P; TR; false) :: Stack)=)9Stack0: preLoopInvR(Stack0; p; t; STree; root)Finally, the following shows that the precondition in the global Hoare triple implies the preconditionin the Hoare triple which we just obtained using Frame Introduction and Auxiliary Elimination:(9Stack: preLoopInvR(Stack; p; t; STree; root))^ (tM = false) ^ (9TL; TR;TC: (t ,! TL; TR;TC; false))=)9Stack; TL; TR; TC:preLoopInvR(Stack; p; t; STree; root)^ (tM = false) ^ (t ,! TL; TR;TC; false)=)9Stack; TL; TR; TC; T; P:preLoopInvR(Stack; P; T; STree; root)^ (tM = false) ^ (T ,! TL; TR; TC; false)^ (p = P ) ^ (t = T )=) Lemma 49TL; TR; TC; T; P; Stack:(T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)�� preLoopInvR((T; P; TR; false) :: Stack; T; TL; STree; root))^ (tM = false) ^ (p = P ) ^ (t = T )=) Since (tM = false) ^ (p = P ) ^ (t = T ) is pure, by Lemma 6 in Appendix B.2,19



9TL; TR; TC; T; P; Stack:((T 7! TL; TR; TC; false) ^ (p = P ) ^ (t = T ))� ((T 7! P;TR; false ; true)�� preLoopInvR((T; P; TR; false) :: Stack; T; TL;STree; root))AcknowledgementsPeter O'Hearn and Uday Reddy gave me insightful comments and encouragements for the work:thanks. I also have bene�ted from discussions with Richard Bornat, Cristiano Calcagno and DavidPym. I am grateful for their helpful comments.References[1] R. Bornat. Proving pointer programs in Hoare Logic. In Mathematics of Program Construction, July2000.[2] S. Ishtiaq and P. O'Hearn. BI as an assertion language for mutable data structures. In Principles ofProgramming Languages, January 2001.[3] R. Leino. Toward reliable modular programs. PhD thesis, California Institute of Technology, 1995.[4] J. M. Morris. A general axiom of assignment. Assignment and linked data structure. A proof of theSchorr-Waite algorithm. In M. Broy and G. Schmidt, editors, Theoretical Foundations of ProgrammingMethodology (Proceedings of the 1981 Marktoberdorf Summer School), pages 25{51. Reidel, 1982.[5] P.W. O'Hearn and D.J. Pym. The logic of bunched implications. Bulletin of Symbolic Logic, 5(2):215{244,June 99.[6] J. C. Reynolds. Intuitionistic reasoning about shared mutable data structure. In Millennial Perspectivesin Computer Science. Palgrave, 2000.[7] J. C. Reynolds. Lectures on reasoning about shared mutable data structure. IFIP Working Group 2.3School/Seminar on State-of-the-Art Program Design Using Logic, Tandil, Argentina, September 6-13,2000.A Proof of LemmasA.1 Proof of Lemma 1Since for any state satisfying Cond either ((t = nil)_ (tM = true))^ (p 6= nil) or (t 6= nil)^ (tM 6=true) holds, it su�ces to show the following two implications:�(9Stack: preLoopInvR(Stack; p; t; STree; root))^ (t = nil _ tM = true) ^ (p 6= nil) � =) �((t = nil _ tM = true) ^ (p ,!?; ?; true; true))_ ((t = nil _ tM = true) ^ (p ,!?; ?; false ; true))��(t 6= nil) ^ (tM 6= true)^ (t = nil _ (t ,!?; ?; ?; tM))� =) �(tM = false) ^ (t ,!?; ?; ?; false)�The following sequence of implications proves the �rst implication.((t = nil) _ (tM = true)) ^ (p 6= nil) ^ (9Stack:preLoopInvR(Stack; p; t; STree; root))=) preLoopInvR(Stack; p; t; STree; root) ` noDangling(p) and noDangling(p) � (p = nil) _ (p ,!?; ?; ?; ?)((t = nil) _ (tM = true)) ^ (9Stack:preLoopInvR(Stack; p; t; STree; root)) ^ (p ,!?; ?; ?; ?)=) preLoopInvR(Stack; p; t; STree; root) ` listMarkedNodesR(Stack; p) � >((t = nil) _ (tM = true)) ^ listMarkedNodesR(Stack; p) � > ^ (p ,!?; ?; ?; ?)20



=) Rule 11 in Appendix B.1, which is listMarkedNodesR(Lst; p) � > ^ (p ,!?; ?; ?;M) j= (M = true)((t = nil) _ (tM = true)) ^ (p ,!?; ?; ?; true)=) Rule 12 in Appendix B.1, which is (p ,!?; ?; C; ?) j= (C = true) _ (C = false)((t = nil) _ (tM = true)) ^ ((p ,!?; ?; true; true) _ (p ,!?; ?; false ; true))=)((t = nil _ tM = true) ^ (p ,!?; ?; true; true)) _ ((t = nil _ tM = true) ^ (p ,!?; ?; false; true))And the following sequence of implications proves the second implication.(t 6= nil) ^ (tM 6= true) ^ (t = nil _ (t ,!?; ?; ?; tM))=) Rule 13 in Appendix B.1, which is > j= (tM = true) _ (tM = false)(t 6= nil) ^ (tM = false) ^ (t = nil _ (t ,!?; ?; ?; tM))=)(tM = false) ^ (t ,!?; ?; ?; false)A.2 Proof of Lemma 2The following sequence of implications shows the lemma:preLoopInvR((P; PL;PR; true) :: Stack; P; T; STree; root)^ (T = nil _ (T ,!?; ?; ?; true))^ (P ,! PL;PR; true; true)=) De�nition of preLoopInvRnoDanglingR ^ noDangling(P ) ^ noDangling(T )^ listMarkedNodesR((P; PL;PR; true) :: Stack; P ) � (restoredListR((P; PL;PR; true) :: Stack; T )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x: allocated (x) ! reach(T; x) _ reachRightChildInList((P; PL;PR; true) :: Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))^ (P ,! PL;PR; true; true)=) Rule 3 in Appendix B.1, which is (P ,! PL;PR; true; true) ^ noDanglingR j= noDangling(PR)noDanglingR ^ noDanglingR(T ) ^ noDanglingR(PR) ^ noDangling(P )^ listMarkedNodesR((P; PL;PR; true) :: Stack; P ) � (restoredListR((P; PL;PR; true) :: Stack; T )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x: allocated(x) ! reach(T; x) _ reachRightChildInList((P; PL;PR; true) :: Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))^ (P ,! PL;PR; true; true)=) Rules 4,5,6 in Appendix B.1, which are2666664 (P ,! PL;PR; true; true) ^ noDangling(T ) ^ noDanglingRj= (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDanglingR)(P ,! PL;PR; true; true) ^ noDangling(PR)j= (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))(P ,! PL;PR; true; true)j= (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P )) 3777775(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)��noDanglingR)^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P ))^ listMarkedNodesR((P; PL;PR; true) :: Stack; P ) � (restoredListR((P; PL;PR; true) :: Stack; T )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x: allocated(x) ! reach(T; x) _ reachRightChildInList((P; PL;PR; true) :: Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) De�nitions of listMarkedNodesR; restoredListR; reachRightChildInList
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(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)��noDanglingR)^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P ))^ �(P 7! PL;PR; true; true) � listMarkedNodesR(Stack; PR)� ((P 7! PL;T; true; true) � restoredListR(Stack; P )�� spansR(STree; root))�^markedR � (unmarkedR ^ (8x: allocated(x) ! reach(T; x) _ reach(PR;x) _ reachRightChildInList(Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) ' � ( � ��� #) `  �� (' � (��� #))(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)��noDanglingR)^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P ))^0@(P 7! PL;PR; true; true)� �(P;PL; T; true; true)�� listMarkedNodesR(Stack; PR) � (restoredListR(Stack; P )�� spansR(STree; root))�1A^markedR � (unmarkedR ^ (8x: allocated(x) ! reach(T; x) _ reach(PR;x) _ reachRightChildInList(Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) Rule 7 in Appendix B.1, which is24 ((T = nil) _ (T ,!?; ?; ?; true))^markedR � (unmarkedR ^ (8x: allocated (x) ! reach(T; x) _ '))j= markedR � (unmarkedR ^ (8x: allocated(x) ! ')) 35(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)��noDanglingR)^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P ))^0@(P 7! PL;PR; true; true)� �(P;PL; T; true; true)�� listMarkedNodesR(Stack; PR) � (restoredListR(Stack; P )�� spansR(STree; root))�1A^markedR � (unmarkedR ^ (8x: allocated(x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) Rule 8 in Appendix B.1, which is�(P ,! PL;PR; true; true) ^markedR � (unmarkedR ^ ')j= (P 7! PL;PR; true; true) �markedR � (unmarkedR ^ ')) �(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)��noDanglingR)^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P ))^0@(P 7! PL;PR; true; true)� �(P;PL; T; true; true)�� listMarkedNodesR(Stack; PR) � (restoredListR(Stack; P )�� spansR(STree; root))�1A^ �(P 7! PL;PR; true; true) �markedR� (unmarkedR ^ (8x:allocated (x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))�=) ' `  �� ( � ')(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)��noDanglingR)^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P ))^0@(P 7! PL;PR; true; true)� �(P;PL; T; true; true)�� listMarkedNodesR(Stack; PR) � (restoredListR(Stack; P )�� spansR(STree; root))�1A^0BB@(P 7! PL;PR; true; true)�0@(P 7! PL;T; true; true)�� �(P 7! PL;T; true; true) �markedR� (unmarkedR ^ (8x: allocated(x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))�1A1CCA=) Rule 1 in Appendix B.1, which is (P 7! PL;T; true; true) �markedR j= markedR
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(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)��noDanglingR)^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(PR))^ (P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� noDangling(P ))^0@(P 7! PL;PR; true; true)� �(P;PL; T; true; true)�� listMarkedNodesR(Stack; PR) � (restoredListR(Stack; P )�� spansR(STree; root))�1A^0@(P 7! PL;PR; true; true)� �(P 7! PL;T; true; true)��markedR � (unmarkedR ^ (8x:allocated (x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))�1A=) (P 7! PL;PR; true; true) is strictly exact (Lemma 8 in Appendix B.2) and ('�� ) ^ ('���) a` '�� ( ^ �)(P 7! PL;PR; true; true)0BB@(P 7! PL;T; true; true)�� 0@noDanglingR ^ noDangling(PR) ^ noDangling(P )^ listMarkedNodesR(Stack; PR) � (restoredListR(Stack; P )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x:allocated (x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))1A1CCA=) De�nition of preLoopInvR(P 7! PL;PR; true; true) � ((P 7! PL;T; true; true)�� preLoopInvR(Stack; PR;P; STree; root))A.3 Proof of Lemma 3The following sequence of implications shows the lemma:preLoopInvR((P; PL;PR; false) :: Stack; P; T; STree; root)^ (T = nil _ (T ,!?; ?; ?; true))^ (P ,! PL;PR; false; true)=) De�nition of preLoopInvRnoDanglingR ^ noDangling(P ) ^ noDangling(T )^ listMarkedNodesR((P; PL;PR; false) :: Stack; P ) � (restoredListR((P; PL;PR; false) :: Stack; T )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x:allocatedI(x) ! reach(T; x) _ reachRightChildInList((P; PL;PR; false) :: Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))^ (P ,! PL;PR; false; true)=) Rule 3 in Appendix B.1, which is (P ,! PL;PR; false ; true) ^ noDanglingR j= noDangling(PR)noDanglingR ^ noDangling(P ) ^ noDangling(T ) ^ noDanglingR(PR)^ listMarkedNodesR((P; PL;PR; false) :: Stack; P ) � (restoredListR((P; PL;PR; false) :: Stack; T )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x:allocatedI(x) ! reach(T; x) _ reachRightChildInList((P; PL;PR; false) :: Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) Rules 4,5,6 in Appendix B.1, which are2666664 (P ,! PL;PR; false; true) ^ noDanglingR ^ noDangling(T )j= (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDanglingR)(P ,! PL;PR; false; true) ^ noDangling(PR)j= (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))(P ,! PL;PR; false; true)j= ((P 7! T;PL; true; true)�� noDangling(P )) 3777775(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� noDanglingR)^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(P ))^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))^ listMarkedNodesR((P; PL;PR; false) :: Stack; P ) � (restoredListR((P; PL;PR; false) :: Stack; T )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x:allocated(x) ! reach(T; x) _ reachRightChildInList((P; PL;PR; false) :: Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) De�nitions of listMarkedNodesR; restoredListR; reachRightChildInList
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(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� noDanglingR)^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(P ))^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))^ �(P 7! PL;PR; false; true) � listMarkedNodesR(Stack; PL)� (restoredListR((P;T; PL; true) :: Stack; PR)�� spansR(STree; root))�^markedR � (unmarkedR ^ (8x:allocatedI(x) ! reach(T; x) _ reach(PR; x) _ reachRightChildInList(Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) ' `  �� ( � ')(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� noDanglingR)^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(P ))^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))^0BB@(P 7! PL;PR; false ; true)�0@(P 7! T; PL; true; true)�� �(P 7! T;PL; true; true) � listMarkedNodesR(Stack; PL)� (restoredListR((P; T;PL; true) :: Stack; PR)�� spansR(STree; root))�1A1CCA^markedR � (unmarkedR ^ (8x:allocatedI(x) ! reach(T; x) _ reach(PR; x) _ reachRightChildInList(Stack; x)))^ (T = nil _ (T ,!?; ?; ?; true))=) Rule 7 in Appendix B.1, which is24 ((T = nil) _ (T ,!?; ?; ?; true))^markedR � (unmarkedR ^ (8x:allocatedI(x) ! reach(T; x) _ '))j= ^markedR � (unmarkedR ^ (8x:allocatedI(x) ! ')) 35(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� noDanglingR)^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(P ))^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))^0BB@(P 7! PL;PR; false ; true)�0@(P 7! T; PL; true; true)�� �(P 7! T;PL; true; true) � listMarkedNodesR(Stack; PL)� (restoredListR((P; T;PL; true) :: Stack; PR)�� spansR(STree; root))�1A1CCA^markedR � (unmarkedR ^ (8x:allocatedI(x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))=) Rule 8 in Appendix B.1, which is� (P ,! PL;PR; false; true) ^markedR � (unmarkedR ^ ')j= (P ,! PL;PR; false; true) �markedR � (unmarkedR ^ ') �(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� noDanglingR)^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(P ))^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))^0BB@(P 7! PL;PR; false ; true)�0@(P 7! T; PL; true; true)�� �(P 7! T;PL; true; true) � listMarkedNodesR(Stack; PL)� (restoredListR((P; T;PL; true) :: Stack; PR)�� spansR(STree; root))�1A1CCA^ �(P 7! PL;PR; false; true) �markedR� (unmarkedR ^ (8x:allocatedI(x)! reach(PR; x) _ reachRightChildInList(Stack; x)))�=) ' `  �� ( � ')(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� noDanglingR)^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(P ))^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))^0BB@(P 7! PL;PR; false ; true)�0@(P 7! T; PL; true; true)�� �(P 7! T;PL; true; true) � listMarkedNodesR(Stack; PL)� (restoredListR((P; T;PL; true) :: Stack; PR)�� spansR(STree; root))�1A1CCA^0BB@(P 7! PL;PR; false ; true)�0@(P 7! T; PL; true; true)�� �(P 7! T;PL; true; true) �markedR� (unmarkedR ^ (8x:allocatedI(x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))�1A1CCA=) Rule 1 in Appendix B.1, which is (P 7! T;PL; true; true) �markedR ` markedR
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(P 7! PL;PR; false ; true) � ((P 7! T;PL; true; true)�� noDanglingR)^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(P ))^ (P 7! PL;PR; false; true) � ((P 7! T;PL; true; true)�� noDangling(PR))^0BB@(P 7! PL;PR; false ; true)�0@(P 7! T; PL; true; true)�� �(P 7! T;PL; true; true) � listMarkedNodesR(Stack; PL)� (restoredListR((P; T;PL; true) :: Stack; PR)�� spansR(STree; root))�1A1CCA^0BB@(P 7! PL;PR; false ; true)�0@(P 7! T; PL; true; true)�� �markedR� (unmarkedR ^ (8x:allocatedI(x) ! reach(PR; x) _ reachRightChildInList(Stack; x)))�1A1CCA=) (P 7! PL;PR; false ; true) is strictly exact (Lemma 8 in Appendix B.2) and '�� ( ^ �) a` ('�� ) ^ ('���)(P 7! PL;PR; false ; true)�0BBB@(P 7! T; PL; true; true)�� 0BB@noDanglingR ^ noDangling(P ) ^ noDangling(PR)^ �(P 7! T;PL; true; true) � listMarkedNodesR(Stack; PL)� (restoredListR((P; T;PL; true) :: Stack; PR)�� spansR(STree; root))�^markedR � (unmarkedR ^ (8x:allocatedI(x) ! reach(PR; x) _ reachRightChildInList (Stack; x)))1CCA1CCCA=) _-Introduction and De�nitions of listMarkedNodesR and reachRightChildInList(P 7! PL;PR; false ; true)�0BBBBB@(P 7! T; PL; true; true)�� 0BBB@noDanglingR ^ noDangling(P ) ^ noDangling(PR)^ �listMarkedNodesR((P; T;PL; true) :: Stack; P )� (restoredListR((P; T;PL; true) :: Stack; PR)�� spansR(STree; root))�^ �markedR� (unmarkedR ^ (8x:allocatedI(x) ! reach(PR; x) _ reachRightChildInList((P; T; PL; true) :: Stack; x)))�1CCCA1CCCCCA=) De�nition of preLoopInvRpreLoopInvR(Stack; P; PR; STree; root)A.4 Proof of Lemma 4The following sequence of implications shows the lemma:preLoopInvR(Stack; P; T; STree; root) ^ (T ,! TL; TR; TC; true)=) De�nition of preLoopInvRnoDanglingR ^ noDangling(P ) ^ noDangling(T )^ listMarkedNodesR(Stack; P ) � (restoredListR(Stack; P )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x:allocated(x) ! reach(T; x) _ reachRightChildInList(Stack; x)))^ (T ,! TL; TR; TC; true)=) Rule 1 in Appendix B.1, which is (T ,! TL; TR; TC; false) ^ noDanglingR j= noDanglingR(TL)noDanglingR ^ noDangling(P ) ^ noDangling(T ) ^ noDanglingR(TL)^ listMarkedNodesR(Stack; P ) � (restoredListR(Stack; P )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x:allocated(x) ! reach(T; x) _ reachRightChildInList(Stack; x)))^ (T ,! TL; TR; TC; true)=) Rules 4 and 5 in Appendix B.1, which are2666664 (T ,! TL; TR; TC; false) ^ noDanglingR ^ noDangling(P )j= (T 7! TL; TR; TC; false) � ((T 7! P;TR; false ; true)�� noDanglingR)(T ,! TL; TR; TC; false) ^ noDanglingR(TL)j= (T 7! TL; TR; TC; false) � ((T 7! P;TR; false ; true)�� noDangling(TL))(T ,! TL; TR; TC; false)j= (T 7! TL; TR; TC; false) � ((T 7! P;TR; false ; true)�� noDangling(T )) 377777525



(T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)�� noDanglingR)^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(T ))^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(TL))^ listMarkedNodesR(Stack; P ) � (restoredListR(Stack; P )�� spansR(STree; root))^markedR � (unmarkedR ^ (8x:allocated(x) ! reach(T; x) _ reachRightChildInList(Stack; x)))=) Rule 10 in Appendix B.1, which is24 (T ,! TL; TR; TC; false) ^ listMarkedNodesR(Stack; P ) � (restoredListR(Stack; T )�� spansR(STree; root))j= �listMarkedNodesR(Stack; P ) � (T 7! TL; TR; TC; false)� ((T 7! TL; TR; true; true) � restoredListR(Stack; T )�� spansR(STree; root))� 35(T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)�� noDanglingR)^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(T ))^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(TL))^ �(T 7! TL; TR; TC; false) � listMarkedNodesR(Stack; P )� ((T 7! TL; TR; true; true) � restoredListR(Stack; T )�� spansR(STree; root))�^markedR � (unmarkedR ^ (8x:allocated(x) ! reach(T; x) _ reachRightChildInList(Stack; x)))=) Rule 9 in Appendix B.1, which is2664 (T ,! TL; TR; TC; false) ^markedR � (unmarkedR ^ (8x:allocated(x) ! reach(T; x) _ reachRightChildInList(Stack; x)))j= 0@markedR � (T 7! TL; TR; TC; false)�unmarkedR^ (8x:allocated(x) ! reach(TL; x) _ reachI(TR;x) _ reachRightChildInList (Lst; x))�1A 3775(T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)�� noDanglingR)^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(T ))^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(TL))^ �(T 7! TL; TR; TC; false) � listMarkedNodesR(Stack; P )� ((T 7! TL; TR; true; true) � restoredListR(Stack; T )�� spansR(STree; root))�^ �(T 7! TL; TR; TC; false) �markedR� (unmarkedR ^ (8x:allocated(x) ! reach(TL; x) _ reach(TR; x) _ reachRightChildInList(Stack; x)))�=) ' `  �� ( � ')(T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)�� noDanglingR)^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(T ))^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(TL))^0BB@(T 7! TL; TR;TC; false)�0@(T 7! P;TR; false; true)�� �(T 7! P;TR; false; true) � listMarkedNodesR(Stack; P )� ((T 7! TL; TR; true; true) � restoredListR(Stack; T )�� spansR(STree; root))�1A1CCA^0BB@(T 7! TL; TR;TC; false)�0@(T 7! P;TR; false; true)�� �(T 7! TL; TR; TC; false) �markedR� (unmarkedR ^ (8x:allocated(x) ! reach(TL; x) _ reach(TR; x) _ reachRightChildInList(Stack; x)))�1A1CCA=) De�nitions of listMarkedNodesR; restoredListR; reachRightChildInList and Rule 1, which is� (T 7! TL; TR; TC; false) �markedR j= markedR �(T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)�� noDanglingR)^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(T ))^ (T 7! TL; TR; TC; false) � ((T 7! P;TR; false; true)��noDangling(TL))^0BB@(T 7! TL; TR;TC; false)�0@(T 7! P;TR; false; true)�� �listMarkedNodesR((T; P; TR; false) :: Stack; T )� (restoredListR((T; P; TR; false) :: Stack; TL)�� spansR(STree; root))�1A1CCA^0BB@(T 7! TL; TR;TC; false)0@(T 7! P;TR; false; true)�� �markedR� (unmarkedR ^ (8x:allocated(x) ! reach(TL; x) _ reachRightChildInList ((T; P; TR; false) :: Stack; x)))�1A1CCA=) (T 7! TL; TR;TC; false) is strictly exact (Lemma 8 in Appendix B.2) and '�� ( ^ �) a` ('�� ) ^ ('���)
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(T 7! TL; TR; TC; false)�0BBBBB@(T 7! P;TR; false; true)�� 0BBB@noDanglingR ^ noDangling(T ) ^ noDangling(TL)^ �listMarkedNodesR((T; P; TR; false) :: Stack; T )� (restoredListR((T; P; TR; false) :: Stack; TL)�� spansR(STree; root))�^ �markedR� (unmarkedR ^ (8x:allocated(x) ! reach(TL; x) _ reachRightChildInList((T; P; TR; false) :: Stack; x)))�1CCCA1CCCCCA=) De�nition of preLoopInvRpreLoopInvR((T; P; TR; false) :: Stack; T; TL;STree; root)B Properties of AssertionsB.1 Extra Rules1. (x 7! l; r; c; true) �markedRj= markedR2. (x ,! l; r; c; true) ^ listMarkedNodesR(lst; x) � >j= 9lst0: lst = (x; l; r; c) :: lst03. (x ,! l; r; c;m) ^ noDanglingRj= noDangling(l) ^ noDangling(r)4. (x ,! l; r; c;m) ^ noDangling(y) ^ noDanglingRj= (x 7! l; r; c;m) � ((x 7! l; y; c;m) _ (x 7! y; r; c;m)�� noDanglingR)5. (x ,! l; r; c;m) ^ noDangling(y)j= (x 7! l; r; c;m) � ((x 7! l0; r0; c0;m0)�� noDangling(y))6. (x ,! l; r; c;m)j= (x 7! l; r; c;m) � ((x 7! l0; r0; c0;m0)�� noDangling(x))7. ((x = nil) _ (x ,!?; ?; ?; true))^markedR � (unmarkedR ^ (8y: allocated (y) ! reach(x; y) _ '))j= markedR � (unmarkedR ^ (8y: allocated (y) ! '))8. (x ,! l; r; c; true) ^markedR � (unmarkedR ^ ')j= (x 7! l; r; c; true) �markedR � (unmarkedR ^ ')9. (x ,! l; r; c; false)^markedR � (unmarkedR ^ (8y:allocated(y) ! reach(x; y) _ reachRightChildInList(lst; y)))j= markedR � (x 7! l; r; c; false) � �unmarkedR^ (8y:allocated (y) ! reach(l; y) _ reachI(r; y) _ reachRightChildInList(lst; y))�10. (x ,! l; r; c; false) ^ listMarkedNodesR(lst; y) � (restoredListR(lst; x)�� spansR(stree; root))j= listMarkedNodesR(lst; y) � (x 7! l; r; c; false) � ((x 7! l; r; true; true) � restoredListR(lst; x)�� spansR(stree; root))11. listMarkedNodesR(lst; x) � > ^ (x ,! l; r; c;m) j= m = true12. (x ,! l; r; c;m) j= (c = true _ c = false) ^ (m = true _m = false)13. for any stack variable x of bool type, > j= (x = true) _ (x = false)B.2 Special BI FormulasDe�nition 5 (Pure BI Formula) A BI formula ' is pure i� for any stack s, the following twoare equivalent:� there exists a heap h such that s; h j= '; and� for all heaps h, s; h j= '. 27



Lemma 6 For any BI pure formula ' and all BI formulas  ; �,( � �) ^ ' j= ( ^ ') � � and ( ^ ') � � j= ( � �) ^ 'De�nition 7 (Strictly Exact BI Formula) A BI formula ' is strictly exact i� for any stack s,there exists at most one heap h such that s; h j= '.Lemma 8 For any BI strictly exact formula ', and all BI formulas  ; �,(' �  ) ^ (' � �) j= ' � ( ^ �)
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